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'Khoa Co khi, Trudng Dai hoc Béch

TOM TAT

Covid-19 da gay ra rat nhiéu tac dong tiéu cuc dén cudc séng hang ngay clia con ngudi. DE ngan
chan sy lan truyén cla dich bénh, moét loat cac bién phap phong chéng déa dugc dp dung, bao
gom viéc deo khiu trang, st dung dung dich sat khuan va kiém tra nhiét do co thé. BE giam chi
phi va tang hiéu qua trién khai, céc phuong phap nay da duac tich hop vao mot thiét bi duy nhét.
Mét nhom tac gia tai Pai hoc Bach khoa TPHCM da thuc hién mét nghién ctu va thiét ké mét mo
hinh hé trg phong chéng Covid-19. M6 hinh nay dugc thiét k& vdi tri tué nhan tao dé quét thé
nhan dang va kiém tra su deo khiu trang chinh xac. Ngoai ra, thiét bi c6 thé kiém tra nhiét d6 co
thé va tu dong phun dung dich sat khuan dé ddm bao su an toan. Khi hoat déng, may cung cap
hudng dan va céc canh bdo thong qua giong néi dé hé trg ngusi st dung. Cong nghé Internet
of Things (loT) dugc st dung dé két ndi cac thiét bj va quan ly d liéu. M6 hinh nay da dugc kiém
chiing la hoat dong hiéu qua trong viéc hé trg phong chéng Covid-19. Du dai dich da qua di, cac
mo hinh nay van cé thé tiép tuc dugc nghién clu, phat trién va san xudt véi chi phi pht hop dé sur
dung trong céac khu vuc cong cong va cac ca quan nha nudc vaéi nhiéu muc dich khac nhau. Viéc
st dung cac mo hinh nay c6 thé dem lai su an toan va dadm bédo cong khai cho cac co quan nha
nudc, truong hoc va cac khu vuc cong cong, gitp hé trg cac bién phap phong chéng bénh trong
tuong lai.

Tu khoa: Thiét ké, Cong nghé IoT, Tri tué nhan tao

khoa TPHCM, Viét Nam
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trinh quén ly va gidm sat ddm doéng nguoi vao khu
viic dong ngudi theo so d6 nguyén ly hoat dong nhu
Hinh 1.

HE THONG IOT CHECK-IN
Mé ta hé théng
Tén goi san phdm: Hé théng IoT Check-in IoT .

Céu tric san phdm: Khung hinh chi nhat.

Khung san phdm: dugclam ti 70% tdm nhom va 30%
thép khong gi c6 thé chiu dugc cac diéu kién thoi tiét.
Phin mdy anh: ndm & gitia bén trai chia mdy, la mot
mady anh 720p30 dugc st dung dé doc ma vach ID cta
sinh vién, ma QR tiém chung, dugc st dung d€ xac
dinh mét nguoi, cing nhu kiém tra trang thiét bi khdu
trang cho nguoi st dung.

Phan cdm bién: 13 cdm bién dua trén nhiét ké thong
thuong da dugc ching nhin béi Bo Y t€ Viét Nam.
Phan voi phun: 13 mét voi phun tu déng phun ra dung
dich rtia tay khi nguoi diing dat tay lén.

Phén 4m thanh: 1a mét loa Bluetooth bdo cho ngusi
dung va cac vung xung quanh khi ¢4 nghi ngd vé
nhiém bénh.

Phan xti Iy: st dung mdt méy tinh mini da néng (hién
taila Raspberry Pi 4 Model B) dé1uu trit va xt Iy tit ca
céc dii liéu tiém néng ti cac phan khac ctia hé théng.

Nguyén li hoat déng

Dé sti dung may kiém tra deo khéu trang va xac thuc
ID, ngudi st dung phai tuan theo chudi cdc budc sau
day theo dtng thu ty (Hinh 2 va Hinh 3):

Trich dan bai bao nay: ThaiP A, L& TL, Vuong THN, Vi N P T, Phung T H, Nguyén T H, Nguyén Q M. Thiét
ké hé théng check-in iot phuc vu kiém soat quy dinh 5k ctia bé y té. Sci. Tech. Dev. J. - Eng. Tech. 2025;

6(S12):1-9.
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|

Loa Bluetooth

Hinh 1: So d6 nguyén ly hoat dong cla toan hé théng

1« Budc xdc thuc: Ngudi st dung st dung thé ID

2 hodc mi QR tiém chiing va dua né vao phan
3 Camera. Sau d6, mdy sé doc ma vach hodc ma
4 QR dé€ tao mot ban ghi check-in lién két véi
5 ngudi dung.

6 o Buédc nhén dién khiu trang (chuc ning phu):
7 Ngudi sti dung hién thi khuén mat ctia minh cho
8 mady dé€ kiém tra trang thiét bi kh&u trang cta
9 ho. Néu trang thiét bi khong du, mdy sé canh
10 béo qua phan Am thanh. Phan nhan dién nay
n chtia mét mo hinh cho phat hién khuén mit va
12 mot moé hinh cho nhé4n dién khéu trang, cho mét
13 khuén mat dugc phat hién.

14 o Buéc do nhiét do co thé: Nguoi stii dung ding
15 trudc cam bién nhiét d6. Mdy sé do nhiét do,
16 néu két qua 16n hon 38 do C, mdy sé canh bao
17 qua phan Am thanh dé cich ly cin thiét.

18« Budc ria tay: Ngudi dung sé dit tay ctia ho lén
19 voi nudc va rua tay, sau d6 dugc phép vao bén
2 trong khuon vién.

21 Bang 1 thé hién thong s6 ky thuét ctia hé thong IoT
22 Check in. Hé thong check in IoT dugc thiét ké va ché
23 tao thyc t€ nhu Hinh 4 dua trén khung san phdm t6i
24 uu kich thuéc da thiét ké trudc d6 (Hinh 5).

» PHUONG PHAP NGHIEN CUU

26 Phu‘o’ng phdp

27 Phan kho nhét trong viéc xay dung mét may nhu thé
2 nay la phén xt Iy, ddc biét 1a trong viéc xti ly anh, ma
29 lién quan chit ché dén nganh cong nghiép hoc may,
50 hoc cdu truc sau dang chua hoan thién. Vi chung
31 t61 dang lam viéc v6i phan cting thip nhu Raspberry

Pi 4, ching t6i quyét dinh 14p trinh phén nhéin dién
nay bing C++ v6i OpenCV d€ dat hiéu qua t5i da*> .
Ngoai ra, chung tdi sé xem xét hé thong co sg dii liéu
clia san phim.

M6 hinh thuc té

Hé théng hoc cdu triic sdu

Déi v6i phin nhan dién khudn mdt, ching toi sé st
dung mo hinh mac dinh tit OpenCV, d6 la bd nhin
dién khuon mat ResNet SSD. M6 hinh nhén dién nay
manh mé hon d6i véi viéc nhan dién khudn mat khi
deo khéu trang hon so v6i bo phan loai Haar Cascade 6

b6i véi phat hién khiu trang, ching toi sé stt dung
mot s6 mo hinh hoc ciu truc sdu phé bién cho phan
loai nhu Hinh 6, v6i ddu vao la phan khu6n mat dugc
phat hién & budc nhin dién khuén mit phia trén va
d4u ra 13 phan loai nhi phan’ (deo khiu trang hoic
khoéng deo khdu trang):

« Mang No-ron Pa Tang (MLP)
» Mang No-ron Tich Chap (CNN)

Chung t6i da huén luyén ca hai mé hinh béng cich
stt dung mot tap di liéu gdm 4000 hinh anh, gom
50% dugc gin nhan 1 “unmasked” (khong deo khiu
trang) va 50% dugc gan nhan “masked” (d4 deo khéiu
trang). Trong do, nhiing trudng hop khiu trang dugc
deo sai cach ciing ndm trong s6 50% khuon mat khong
deo khiu trang. Chung t6i da chon loc va st dung
hinh anh mang nhiéu loai kh4u trang khac nhau, bao
gom ca khiu trang y t€ thong dung, khiu trang vai,....
Phén cting dugc st dung d€ huén luyén la Intel Core
i7 10750H 2.6GHz.
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Hinh 2: Luu d6 hoat dong cGia may check-in loT

Bang 1: Théng sé ky thuat hé théng iot check-in

Kich thuge: 600mm x 530mm x 2000mm Dién ap: 5.1V

Phéin mdy anh: Logitech B525 Mau sic: Trang

Phén 4m thanh: Bluetooth speaker Phén cam bién: ldy tu
nhiét ké

Phén xti Iy: 2GB Raspberry Pi 4 Model B 1.5GHz ~ Phan voi phun: Khoang cach cam ting hong ngoai

Khéi lugng: 7kg - 10kg Cong sudt tiéu thy t6i da:
~20W
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Hinh 3: Luu d6 xt ly théng tin dé két luan cac trudng hgp ngudi Check-in dugc phép hay khéng dugc phép diqua

Hinh 4: May thuc té (trdi) va thiét ké 3D clia né bang phan mém Inventor (phai)

1 Thuat todn t6i vu héa 1a SGD va ham mat mat la ham
2 entropy chéo nhi phén:

3 L(o) =
< 7)log(1-0) (1)

s Trong d6: yla nhan ding ctia mau dii liéu, c6 gid trila
s 0 hodc 1.

7 ola d4u ra dy dodn ctia mo6 hinh, Ia mot s6 thuc trong

—7log(o) + (1 —

s khoang tit 0 dén 1, dai dién cho x4c sudt mau di liéu
s thudc vao 16p duong.

10 Chung t6i st dung biéu d6 Training Loss va Training
11 Accuracy d€ theo doi va ddnh gid hiéu sudt cia mo
12 hinh theo thoi gian trong suét qua trinh huén luyén
13 (Hinh 7).

14 Trong nghién ctiu nay, ching t6i da dat dugc két qua
15 thich hgp véi sy thay d6i hanh vi ctia con ngudi trong

giai doan ting dung hé théng va dai dich Covid-19
dién ra. Ban déu, khi thoi quen deo khiu trang chua
rong rai do con ngudi chua nhén thic dugc tac dung
ctia viéc deo khéu trang, chiic ning nhan dién khuén
mat c6 deo khiu trang hay khong deo khau trang dong
vai tro quan trong trong viéc nhac nhé viéc deo khiu
trang. Tuy nhién, trong thoi gian ngin, khiu trang tré
thanh vét bat ly than va c6 tdc dung rat t6t trong viéc
phong chéng Covid-19. Do d6, chiic ning nhéin dién
kh&u trang trd thanh chiic nang phu va khong st dung
niia d€ tranh lang phi, vi hau hét moi ngudi deo khiu
trang day du trong thoi gian thuyc hién nghién ctu.

Cosédirliéu hé théng

Dai voi co sd dii liéu ctia ching téi, chiing toi st dung
mot co s¢ dit liéu quan hé, cu thé 1a MySQL (Hinh
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Hinh 5: Khung sdn phdm sau khi t8i uu kich thugc
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Hinh 6: Mang ng-ron truyén thdng da tang (trén) va Mang no-ron tich chap (duéi)

8), sé dugc dit trén mot may chi trung tdm va cd thé

dugc truy cip khi cin thiét.

Du6i day 1a danh séch chiic nang phan mém va thiét bi
dugc sti dung trong Bang 2 va cac di liéu rang budc
ctia phdn mém trong Bang 3 dugc st dung trong hé

thong.

KET QUA NGHIEN CUU VA THAO
LUAN

Dé kiém tra dd chinh xdc ctia md hinh hoc c4u tric
sau trén khudn mét, chiing téi da st dung 10.000 hinh
anh khong dugc ddnh nhan va 4p dung ca hai moé hinh
dé suy ludn. Sau do, chung toi da so sanh két qua véi
nhin thuc té. Chung t6i da stt dung tép dit liéu kiém
dinh d€ dénh gié hiéu qua ctia m6 hinh sau qua trinh
huén luyén va da ngau nhién hoa trong s6 ctia cdc mo
hinh va hudn luyén ching nhiéu lan.
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Hinh 8: Tuang tac gilta cac ca s& dir liéu ctia hé théng

Két qua cho thdy mé hinh CNN c¢6 d¢ chinh xac tong
thé t6t hon so v6i mo6 hinh MLP, nhu dugc thé hién
trong bang 4. Piéu nay c6 thé dugc gidi thich boi vi
CNN c¢6 kha néng xti ly di liéu anh phtic tap va co
kich thudc 16n t6t hon so v6i MLP. CNN ¢6 kha ning
hoc dugc cac déc trung cuc bo trong anh qua viéc st
dung cac bd loc tich chap, gitp nang cao kha ning dai
dién va téng quat hoa ciia mo hinh trén di liéu kiém
tra. Trong khi d6, MLP khong c6 kién thiic vé€ ciu truc
khong gian ctia dii liéu anh, diéu nay giai thich tai sao
md hinh nay thuong khong c6 kha nang xu ly duge
dii liéu dnh phic tap.

Miy dugc thiét ké d€ hoat dong hiéu qua trong moi
diéu kién thdi tiét nhu mua, ning hay ngap lut ma
khoéng anh huéng dén do chinh xac ctia két qua do
nhiét d¢. Ngoai ra, thiét ké nhe va dé dang di chuyén
gitip cho viéc st dung dugc linh hoat hon. Hé thdng
cung cip mot ing dung dé cap nhét thong tin vic-xin

cho ngudi dung, thong tin nay sé dugc kiém tra va
dong bo trén co s& di liéu cia HCMUT. Ung dung
ma hé thong cung cdp cho phép quan trj vién tra ctiu
thong tin vao/ra clia ngudi dung va xem théng ké luu
lugng khach thim quan. Ngoai ra, quan tri vién ciing
6 thé cdu hinh cac thong tin hoat dong ctia may IoT
nhu dong b¢ dii liéu thaoi gian va cdc nhém hoat dong
cta chtic ning. K&t qud van hanh thuc t€ cia may
dugc thé hién trong Hinh 9.

KET LUAN

Trong boi canh phong chong Covid-19, viéc xac dinh
ngudi vao trudng la rat quan trong. Hé thong da dugc
thiét ké d€ doc ma vach trén thé nhan vién, sinh vién
va khdch, kiém tra tinh trang tiém chung, do nhiét
d0, va xac dinh viéc deo khéu trang béng tri tué nhan
tao. Hé thong ciing luu tri thong tin va di liéu vé
luu lugng ngudi vao ra cdng trudng va khudn mat ctia
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Bang 2: Danh sach chiic nangphan mém va thiét bi

TT Chtic ning

Ghi chu

1

Phan mém trén may IoT -Nhan dang danh tinh ngusi ~ Phidn mém

vao trudng (thong tin cd nhin va véc-xin) -Kiém tra
tinh trang deo khdu trang. (da loai bo chiic nang) -
Kiém tra nhiét 6. -Canh bdo, thong béo két qua kiém
tra. -Luu tri di liéu cuc bo -Reset phdn mém, may
IoT -Module Béng bo dii liéu cuc bo va Co sd dit liéu
(CSDL)-Tép trung (cin mang wifi)

Ung dung cho can bd quan ly -X4c thuc -Giao dién  Phidn mém

Khai thong tin vacxin -Giao dién Xéc nhén thong
tin vacxin. -Quén ly cdu hinh -Giao dién Tra ctiu
thong tin ra-vao ctia Can bo/Giang vién/ Sinh vién
(CB/GV/SV) -Cac théng ké luu lugng ngusi ra-vao
hang ngay & cdc c6ng/vi tri. -Trich xuét dii liéu thong
tin ra-vao cua CB/GV/SV

Service APIs dong b dii liéu (APIs) - APIs dong b  Ph4n mém

dit liéu check-in gitta MayloT_Local & IoTDb - APIs
dong bo di liéu check-in gitta IoTDb va CSDL-TT
clia trudng.

Thiét bi trén mdy IoT (Accessory) - Mdy tinh PC-  Phén cting Thiét bi ciing

mach. - Camera (doc barcode thé CB/SV; kiém tra
khiu trang) - Sensor cam bién nhiét do. - Thiét bi
phun khang khuén tay. - Man hinh video hudng dan
va tuong tac. - Hé thong day tich hop cac thiét bi.

Hinh 9: Két qua van hanh may tai HCMUT

nhiing ngudi vao va ra. Viéc stt dung hé thong nay sé
gitip quan ly viéc vao ra cta nhén vién, gidng vién,
sinh vién va khéch trong thoi gian dich bénh hién tai
dé phuc vu cho cong tic gidng day va hoc tap. Trong
tuong lai, nhém tac gia sé xay dung mot hé thdng
phén mém-thiét bi tich hgp dé dép ting céc yéu ciu
nay. Mdy c6 kha nang doc ma vach trén thé, kiém tra
nhiét d¢ va tinh trang deo kh4u trang va canh béo khi
c6 trudong hgp khong hop 1é. Ngoai ra, may sé dugc
tich hgp véi thiét bi phun dung dich riia tay va man
hinh hién thi video huéng dan d€ tuyén truyén va hd
trg cic nhan vién, gidng vién, sinh vién va khach. Hon

niia, hé théng sé c6 kha ning déng bo hoa dii liéu véi
o s¢ dii liéu vé thong tin tiém ching, thoi gian vao-
ra, nhiét do va tinh trang deo khiu trang ctia nguai
dung tai HCMUT. Dong thoi, nhom tac gia sé phat
trién mo hinh hoc cdu tric sau cho nhiing chiic ning
ctia hé thong va dua ra két luén vé d¢ chinh xdc va kha
nang téng quat hoa ctia mo hinh.

DANH MUC TU VIET TAT
IoT Internet of things

ID Identification

QR Quick Response
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Bang 3: Cac rang budc chiic nang ctia phan mém va thiét bi

TT

1

1.1

1.2

1.3

1.4

1.5

2.1

2.2

Rang budc
Phan mém

T6ng Thoi gian kiém tra danh tinh-nhiét d6 khong qua 05 gidy. + Thai gian luu trit di
liéu check-in xuéng IoT_LocalDb: 1-2 gidy.

Module Kiém tra danh tinh-véc xin + Thoi gian kiém tra danh tinh 2 - 3 gidy véi d@
liéu “Info User” tai IoT_LocalDb dat 30.000 trti 150.000 ngudi dung. + Khi khong tim
thdy thong tin CB/GV/SV, module cin xudt ra thong bdo qua man hinh va 4m thanh.
+ Khoang céch tii camera t6i thé CB/SV: 0.1 trii 0.5 m

Module kiém tra tinh trang deo khiu trang (da loai bo chiic ning) + Thoi gian kiém
tra: 2-3 gidy. + Khoang cach tit camera t6i thé CB/SV: 0.3 - 1 m + Nhén dién dugc cac
tinh hudng deo kh4u trang khac nhau.

Module kiém tra nhiét do + Thoi gian kiém tra: 2-3 gidy. + Do nhiét do dung véi cdc
tinh huéng gia dinh véi sai s6 cho phép.

Module Canh bdo va nhic nhé + Module canh bédo nhic nhé c6 thé nhén di liéu tuy
chinh tit 3 module check danh tinh-nhiét 6. + Phat ra canh bao thong qua tin hiéu
dén-am than theo ding bang cau hinh

Thiét bi

Thiét bi phai ddm bao cdc chiic nang va co dong + Quét thé, nhan dang deo khéu trang
+ Cénh bdo va nhic nhé két qua kiém tra + Man hinh huéng dan cich st dung, hién
thi thong tin + Do nhiét d6. + Rua tay tu dong + C6 banh xe di chuyén

Thiét bi phai c6 kha ning thay thé va bd sung dung dich sat khudn nhanh chéng. +
Thoi gian thay thé va b sung dung dich: 5 - 10 phut. + Dung dich sat khuan dat tiéu
chuén theo huéng din ctia B6 Y té. Dung dich sat khuén dang nudc, khong bo phu
gia Glycerin. + Khodng cach dap ting tit ban tay t6i cdm bién: 0,1 - 0,2 m

MLP Multilayer perceptron

CNN Convolutional neural network

Bang 4: So sanh d6 chinh xacxac thuc
giira mlp va cnn

Do chinh xac xac thuc MLP  95%

Do chinh xdc xdc thuc CNN  98.54%
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Design of an iot check-in system controlling the ministry of
health’s 5k regulation

Thai Phuoc An 2, Le Thanh Long %", Vuong Thi Hong Nhi 32, Vu Nhu Phan Thien 2, Phung Tran Hanh '2,
Nguyen Thanh Hai -2, Nguyen Quang Minh -2

ABSTRACT

Covid-19 has had many negative impacts on people's daily lives. To prevent the spread of the dis-
ease, a series of preventative measures have been implemented, including wearing masks, using
Use your smartphone to scan this sanitizing solutions, and checking body temperature. To reduce costs and increase effectiveness,
QR code and download this article these methods have been integrated into a single device. A group of authors at the Ho Chi Minh
City University of Technology have conducted a study and designed a support model for Covid-19
prevention. This model is designed with artificial intelligence to scan identification cards and accu-
rately check for mask-wearing. Additionally, the device can check body temperature and automati-
cally spray sanitizing fluids to ensure safety. When in operation, the machine provides guidance and
warnings via voice to support users. Internet of Things (IoT) technology is used to connect devices
and manage data. This model has been proven to be effective in supporting Covid-19 prevention.
Although the pandemic has passed, these models can continue to be researched, developed, and
produced at a suitable cost for use in public areas and government agencies for various purposes.
The use of these models can provide safety and ensure transparency for government agencies,
schools, and public areas, helping to support disease prevention measures in the future.

Key words: Design, loT technology, Artificial intelligence
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