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ABSTRACT

The development of location-based services and mobile devices has led to an increase in the lo-
cation data. Through the data mining process, some valuable information can be discovered from
location data. In the other words, an attacker may also extract some private (sensitive) information
of the user through the data mining process and this may make threats against the user privacy. For
example, the attacker can mine user's location data for deciding the home address of the user. Thus,
location privacy protection becomes an important requirement to the success in the development
of location-based services. In this paper, we propose a grid-based approach as well as an algorithm
to guarantee k-anonymity, a well-known privacy protection approach, in a location database. To do
this, we assume that the service server will provide services but in a defined area and the grid will
cover the area in which the service server takes effect, Then, the user's location will be hidden in an
anonymization area. The anonymization area will be chosen by cells that forms a rectangle area so
that this area contains at least k distinct users. Moreover, in practice, the location of a user usually
accompanies with a temporal data. And, indeed, the information about the combination of spatial
and temporal data may also disclose some other sensitive information of the user. Thus, the paper
also proposes an approach for guaranteeing k-anonymity for the combination of spatial and tem-
poral database. The proposed approach considers only the information that has significance for
the data mining process while ignoring the un-related information. Finally, the experiment results
show the effectiveness of the proposed approach in comparison with the literature ones.
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INTRODUCTION

Today, advances in location technologies and wireless
communication technologies enable the widespread
development of location-based services (LBSs)'.
When using the service, the user may face with risks
because the location of the user can disclose some pri-
vate information. For example, the attacker can keep
track of information in each time the user uses the ser-
vice. From there he can find the area where the user
uses the service more frequently. Thus, it is necessary
to protect the location information of the user from
attacker ™.

The user’s location privacy should be protected in
two stages®~®. In the first stage, the location privacy
should be protected at the time of using services. One
popular method is to obfuscate the location with the
service provider in order to hide the user’s location
information>!°. The solution focuses on preventing
the user’s location from an illegal observation at the
time of service calls. We proposed an approach to hide
the user’s location in'»!2, In the next stage, the loca-
tion privacy should be protected at the time when the

user’s location information is stored in the database
for data mining purposes. With this stage, the loca-
tion information should be hidden before such data
are shared to organizations or companies.

In this paper, we focus on protecting the user’s loca-
tion information when such information are stored in
the database. It is assumed that when a user uses a lo-
cation based service, he will provide his real location
to the service server and the server will save such lo-
cation information. Then, some organizations, com-
panies or individuals will collect such location data.
By using the data mining process !>, they can ob-
tain some valuable information. Because such loca-
tion information maybe disclose some user’s privacy.
For example, the attacker can queries the database to
get some results, then, he can also link some priori
knowledge with the results to get some sensitive in-
formation. Therefore, such location data should be
protected before they are collected by organizations.
Fortunately, some techniques protecting user privacy
have been proposed such as k-anonymity, cryptogra-
phy...!. Among them, k-anonymity ' is one of the
most important methods for privacy protection. The
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main idea behind k-anonymity is that some attributes
in data can often be considered as pseudo-identifiers
to uniquely identify the records'®. Thus, such at-
tributes should be also protected.

This paper proposes an technique to anonymize the
user’s spatio-temporal data to achieve k-anonymity.
This approach will use a grid and anonymize the user’s
The grid
must cover all space where the server provides ser-

location to an anonymization rectangle.

vices. This approach considers also the data mining
process by finding the area where has more users us-
ing the service. The paper also presents an algorithm
to connect the location attribute and time attribute in
a spatio-temporal database to achieve k-anonymity.
The rest of this paper is organized as follows. In sec-
tion 2, we briefly summarize related works. Section
3 presents our approach to anonymize the user’s lo-
cation. Next, section 4 introduces an algorithm to
connect the location attribute and time attribute to
achieve k-anonymity. Finally, section 5 shows some
conclusions.

RESEARCH METHODS

k-anonymity

K-anonymity is an approach that protects data from
individual identification!”. Intuitively, k-anonymity
states that data must be anonymized in a way such that
every combination of values of released attributes can
be indistinctly matched to at least k respondents'”.
Recently, some approaches have been introduced to
ensure privacy protection when releasing data mining
results 7. With these approaches, we first define the
set of attributes, called Quasi-Identifiers (QI), whose
values can be used, possibly together with external
information, to re-identify the real data. For exam-
ple, data about sex, the ZIP code, date of birth may
not explicitly identify an individual but such data cab
be linked to external information to obtain name, ad-
dress and city. Basically, the greater the value of k, we
can get the better the protection of privacy. However,
if the data is anonymized too much (that means the
value of k is too big). This leads to the case that data
quality for data mining process is not good. There-
fore, we need the balance between data privacy and
data quality and it is considered as an important fac-
tor in privacy preserving in data mining. We consider
an algorithm not only to anonymize the location data
but also considering the result of data mining process
in this paper.

k-Anonymity in Data Mining
There are two possible approaches to guarantee k-
anonymity in data mining 17,
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 Anonymize the original table and perform min-
ing on its k-anonymous version.

o Perform mining on the original table and
anonymize the result. This approach can be

performed by executing the two steps indepen-

dently or in combination.

The first approach gives two benefits. First, it guar-
antees that data mining is safe because data mining is
executed on a k-anonymized version of original table.
Second, it allows data mining to be executed by oth-
ers than the data holder, enables different data mining
processes and different uses of the data. This is con-
venient, for example, when the data holder may not
know a prior how the recipient may analyze and clas-
sify the data. With the second approach, Data min-
ing can then be performed by the data holder only,
and only the sanitized data mining results are released
to other parties. This may therefore affect applicabil-
ity 7.

The paper will use the first approach to guarantee k-
anonymity. This allows data mining to be executed by
many organizations, or companies to obtain suitable
results.

GRID-BASED APPROACH TO
GUARANTEE K-ANONYMITY FOR
LOCATION DATA

When a user uses location services, he must provide
his real location to the service server that provides
LBSs and this information will be saved in the service
server database. After that, attackers collect the user’s
location information; he can find some sensitive in-
formation about the user. For example, an attacker
may query the database and a result, which has just
one tuple, is returned, he also has knowledge that at
this location, there is just one user who is using the
service. Therefore, he can decide that this tuple is for
this user and can find some private information of this
user. Clearly, the linking between the user’s location
and external knowledge can reveal the private infor-
mation of the user '®!7,

To protect the information about the user from link-
ing information, k-anonimity technique has been
proposed. With this approach, the location of the user
is indistinguishable from k-1 other locations. There-
fore, the attacker can not distinguish the tuple which
actually contains the user’s location with other tuples.
In this section, we will propose a grid approach to hide
the true location of the user. We assume that the ser-
vice server will provide services but in a defined area
and the grid will cover the area in which the service
server takes effect. First, we will have some defini-
tions.
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Definitions
Definition:
tains cells, a cell is not necessary a square-shaped, it

A Grid G is a uniform grid which con-

can be in a rectangle-shaped but all cells must cover
the whole space. The grid has a starting point. Fig-
ure 1 a shows a grid with a starting point S.
Definition: An anonymization area includes cells and
contains location of some users. Figure 1 b presents
an area with a user U.

x x
Sp== S, =

a b

Figure 1: Grid (a) and Anonymization area (b).

The user’s location will be hidden in an anonymiza-
tion area. We will create an anonymization area by
choosing cells to form a rectangle area so that this area
contains at least k distinct users. Figure 2 shows an
anonymization area with three users.

X
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E
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"2

Figure 2: 3-anonymization area.

Moreover, through the data mining process, the data
miner usually desires to find areas which have more
users using the service. Therefore, the anonymiza-
tion area should be in well-proportioned shaped. We
will consider the example in Figure 3, to obtain 3-
anonymity, anonymization area Al and A2 are accept-
able. However, anonymization Al is better in this ex-
ample.

Definition: A cell is defined as a pair (x, y) where x is
the order number of this cell in x direction and y is the
order number in y direction. For example, in Figure 4,
cell A is defined as (2, 1).

Definition: The distance of two cells (x1, y1) and (x2,
¥2) in direction x is defined as |xI - x2|. Similarly, the

Figure 3: Better anonymization area

distance of two cells in direction y is defined as |y -
¥2|. We call the distance of two cell in direction x is

dis_x and in direction y is dis_y.

Dis[(x1, y1), (x2, y2)] = (dis_x, dis_y)
dis_x = |x1 —x2|

with { .

dis_y = [yl —»2|
Definition: An anonymization rectangle is defined as
[(x1, y1), (x2, y2)] where (x1, y1) and (x2, y2) are the
left-top cell and right-bottom cell of cells in the rect-
angle. For example, the colored rectangle in Figure 4
b is defined as [(2, 1), (4, 2)].

O

a b

N - o

Figure 4: Cell definition (a) and anonymization rect-
angle definitiion (b).

Normally, data miners usually desire to find an area
that the number of the user in it is maximal and this
area is usually not too big. Therefore, we also provide
thresholds to limit the area. These thresholds are also
the limitation that the data miners want to limit the
area containing users. Figure 5 shows the maximum
area which has threshold tx and ty.

With our approach, the following rule is considered:
Area A the number of users using the service in A

A is an anonymization rectangle. Our approach will
find areas and the number of users in these areas. We
want to guarantee k-anonymity in the database; there-
fore, the number of users in any area must be greater
k. Moreover, these areas must smaller the maximum

area.
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X

ty

Figure 5: Maximum area with threshold tx and ty

Definition: We have an anonymization rectangle A,
threshold tx and ty.
K t
A is safe if { dzlv_x =
dis_y <ty
dis_x is the distance-x of any two cells in A and dis_y
is the distance-y of any two cells in A.

Algorithm

With k-anonimity approach, attributes whose values
can be used, possibly together with external informa-
tion, to re-identify the data, will be included in Quasi-
Identifiers (QI). Because the attacker can use the loca-
tion attribute and link to external knowledge in order
to find some sensitive information of the user, the lo-
cation attribute need to be included into QI. The QI
will be in the following format:

QI ={Qy,...,Qu L} Listhelocation attribute.
We assume that the location attribute does not depend
on other attribute of QI. Therefore, we can anonymize
QI through two stages. The first stage is to anonymize
Q1, ... Q and the second stage is to anonymize the
location attribute L. Our approach will focus on the
second stage and not care the first stage.

In our approach, we use a grid to anonymize the lo-
cation of the user. Therefore, we will anonymize the
user’s location to grid cell at the first step. As discussed
before, our approach will consider the rule:

Area A the number of users using the service in A

The algorithm will find all areas that is smaller the
maximum area (the area which is defined by thresh-
olds tx and ty). We will choose areas that have the
most users in it. It means that users use the service
more frequently in these areas. Certainly, we only
choose the area which is safe.

In some cases, areas, which are not safe, are returned.
In these cases, additional steps will be operated. We
notice that the variable k, which is provided, is usu-
ally smaller the minimum number of users in an area,
which the data miner desire to receive. Therefore, if
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the number of users in an area is smaller k, we con-
sider this area is not signification to the data mining
process. In these cases, we will anonymize the loca-
tion of users in this area to the closet anonymized area
which is safe.

The algorithm for guaranteeing k-anonymity in loca-
tion database is described as follows:

Input: k, threshold tx, threshold ty, location table T
Output: k-anonymization location table T°

Method:

Create a gird which covers the space where the server
provides services.

Anonymize all location data of tuples in T to grid cell.
While (exist a tuple which has not been marked)

{

For each tuple in T and this tuple has not been
marked

{

Find the safe anonymization area and the number of
distinct users in this anonymization area is maximum.
}

From the set of anonymization areas has just found,
we will choose the area in which the number of dis-
tinct users is maximal. We call this area as maximal
anonymization area.

If (the number of distinct users in this maximal
anonymization area < k)

{

Anonymize all location data of tuples in this area to
closet anonymization area which is safe and mark the
corresponding tuple in T.

}

Else

{

Anonymize location attribute of users, which belong
to this maximal anonymization area, to this area and
mark the corresponding tuple in the table T.

}

}

Return anonymized table.

In our algorithm, we ignore the case when the number
of distinct users in the maximal anonymization area is
smaller k at the first loop. The reason for this had been
mentioned above.

To explain the algorithm, we will consider an exam-
ple: We have a location table with attributes No., ID,
Location and other data as in Table 1. Location at-
tribute is a pair (a, b) which describes the true loca-
tion of the user in x and y direction. Threshold tx is 2
(cells), ty is 2 (cells) and k is 3.

At the first step, we will anonymize all location data
of tuples to grid cell. The grid cell size is 100¥100 and
the result is in Figure 6.
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Table 1: A location table

No. ID Location Data

1 ul (156, 150)

2 u2 (460, 263)

3 ul (335, 158)

4 u5 (448, 192)

5 u7 (295, 191)

6 u8 (388, 284)

7 u6 (229, 365)

8 ud (572, 189)

9 u5 (649, 118)

10 u3 (320, 225)

11 u9 (240, 224)

12 ull (127, 358)

13 ulo (164, 167)

S I=1X>-
y U | ud
u10 u."l'.lvy1 |_._|5 u.4 =

M 72
T ug

Figure 6: Tuple anonymization to grid cell

At the first loop, we will find the safe anonymization
area, in which the number of distinct users is maxi-
mum, for each location data of tuple. For example,
tuple No. 9 has two anonymization areas which satisfy
the condition, Two areas are described in Figure 7 a.
We can choose one among two these areas. The pro-
cess is similar to other tuples. Finally, the maximal
anonymization area is described in Figure 7 b. We
choose this area because the number of distinct users
in this area is maximal.

Because the number of users in this maximal
anonymization area is greater k (value of k is 3). We
will anonymize all location of users, which belong to
this area and mark the corresponding tuple. In this
case, location attribute of tuples No. 1, 3, 5, 6, 10
and 11 will be anonymized to anonymization rectan-

gle [(2,1), (3, 2)].

X
S=b-
Y{} | ud
ik Wl
.
U-II .ue

Figure 8: Second loop: maximal anonymization
area

At the second loop, the maximal anonymization area
in Figure 8 is chosen. Location attribute of tuples No.
2, 8 and 9 will be anonymized to anonymization rect-
angle [(4, 1), (5, 2)].

At the third loop, the maximal anonymization area
in Figure 9 is chosen. However, the number of dis-
tinct users in this area is 2 and this value is smaller
k. Therefore, all users in this area will be “moved”
to the “closest” anonymization area which is safe. In
this case, the maximal anonymization area that was
found in the first loop is chosen. Therefore, location
attribute of tuples No. 7 and 12 will be anonymized
to anonymization rectangle [(2, 1), (3, 2)].

o [l

=

Figure 9: Third loop: maximal anonymization area

Similarity, next loops will be processed in the same
way. Finally, we will have Table 2, which satisfies 3-
anonymity:

K-ANONYMITY FOR
SPATIO-TEMPORAL DATABASES

Discussion

In practice, the location of a user usually accompa-
nies with a temporal data’®!. For example, the user
A was in location “U;” and used the service at “March
10, 2010”. The information about spatio-temporal

SI86
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Figure 7: First loop: anonymization for tuple No. 9 (a) and maximal anonymization area (b)

Table 2: 3-anonymity table

No. ID Location Data
1 ul [(2 1), (3,2)]
2 u2 [(4,1),(52)]
3 ul [(2,1),(3,2)]
4 u5 [(4,1),(5,2)]
5 u7 [(2,1), (3,2)]
6 u8 [(2,1),(3,2)]
7 u6 [(2,1),(3,2)]
8 ud ((4,1), (5,2)]
9 u5 [(4,1),(5,2)]
10 u3 [(2,1),(3,2)]
11 u9 (2, 1), (3,2)]
12 ull (2, 1), (3,2)]
13 ul0 [(2,1),(3,2)]

data maybe also disclose some user’s sensitive infor-
mation. In case he also has some knowledge that there
is just one user, who used the service at that time and
location, he will find that all tuples in the result will
belong to a user. Therefore, time attribute also need
to be included into QI. The structure of QI will be:
QA ={Qi,...,QuL T}

L is location attribute and T is time attribute.

The process, which anonymizes this QI to guarantee
k-anonymity, is also similar to the process proposed
in section 3. First, we will anonymize Qi, Q... Q, at-
tributes. After that, L and T will be anonymized. We
notice that we need to protect both spatial and tempo-
ral data. In the previous section, we introduced an ap-
proach to anonymize the location of the user. There-
fore, we also need an approach to anonymize the tem-
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poral data.

Authors extend the notion of k-anonymity in the con-
text of databases with timestamped information in or-
der to naturally define k-anonymous views of tempo-
ral data??. With this approach, time attributes can be
generalized to the most common ones, as year, month
or week. For example, Table 3 is the original table. We
can generalize time attributes in this table to “week”.
We assume that we have 52 weeks in a year. The value
“2009-01-03” will be generalized to value “week 1”. We
notice that all time data have the same year. There-
fore, the value “week I” also means that this is week
1 of year 2009. Similarly, the value “2009-01-12” will
be generalized to “week 2”. Table 4 is a 2-anonymous

version of the original table.
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Table 3: Original table with time attributes

QI Data
Q T
ul ql 2009-01-03 do
u2 ql 2009-01-03 d1
ul ql 2009-01-11 d2
u4 ql 2009-01-12 d3
u5 q2 2009-02-07 d4
u6é q2 2009-02-10 d5
Table 4: 2-anonymous table
UID QI Data
Q T
ul ql 2009-week 1 do
u2 ql 2009-week 1 d1
ul ql 2009-week 2 d2
u4 ql 2009-week 2 d3
u5 q2 2009-week 6 d4
u6 q2 2009-week 6 ds

We can also generalize time attributes in original table
to “month”. Value “2009-01-03” will be generalized to
value “2009-month 1”. Similarly, value “2009-02-07”
will be generalized to “2009-month 2”. Table 5 is an-
other 2-anonymous version of the original table. For
more details, refer to?*.

In order to apply k-anonymity to the database with
spatio-temporal data, we notice that the location of
a user accompanies with a temporal data. Therefore,
when we anonymize the location of the user, we also
consider the time attribute, which accompanies with
the location attribute. We also notice that the data
mining process result may not be significant or data is
unusable if we generalize the time attribute too much.
We will consider the example in Figure 7. User u1, u3,
u7, u8 and u9 are in the maximal anonymization area.
We add time values to these tuples in the original table
as follows:

According to the example in section 3.2, these tuples
will be anonymized to the anonymization rectangle
[(2, 1), (3, 2)]. Therefore, time attributes of these tu-
ples are also generalized to the most common ones. In
this case, time attributes will be anonymized to 2009.
This interval is too long if the data miner wants statis-
tics in each month. To avoid this case, we can also set
a threshold to time attribute. Moreover, we also need

to anonymize the time attribute at the same time with
the location attribute. We will consider the example
in Table 6. The time threshold is 2 months, threshold
tx is 2 (cells), ty is 2 (cells) and k is 2. The algorithm
in section 3.2 will find all anonymization areas which
are safe and choose the maximal anonymization area
in which the number of distinct users is maximal. The
result is in Figure 7 b. However, as discussed above,
this result does not satisfy the time constraint. There-
fore, the new algorithm to guarantee k-anonymity
in the spatio-temporal database must choose another
anonymization area which satisfies both time and lo-
cation constraints. Figure 10 shows an acceptable re-
sult which satisfies all constraints. Location attributes
of tuples No. 3, 5 will be anonymized to [(2, 0), (3, 1)]
and time attributes will be generalized to “2009-month
8_9”. The result is in Figure 10 a. Similarly, location
attributes of tuples No. 6, 10 will be anonymized to
[(2, 2), (3, 3)] and time attributes will be generalized
to “2009-month 11_12” as in Figure 10 b. Tuple No.
1 will be “moved” to maximal anonymization area in
Figure 10 b while tupe No.11 will be “moved” to max-
imal area in Figure 10 a.

In this paper, we will generalize the time attribute into
intervals, which are in the formation [a, b]. Value a is
the lowest and values b is the biggest of time value. For
example, we will consider the following table:

SI188
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Table 5: Another 2-anonymous table

UID QI Data
Q T
ul ql 2009-month 1 do
u2 ql 2009-month 1 d1
ul ql 2009-month 1 d2
u4 ql 2009-month 1 d3
u5 q2 2009-month 2 d4
u6 q2 2009-month 2 ds
Table 6: A spatio-temporal table
No. ID Location Time Data
1 ul (156, 150) 2009-01-03
3 ul (335, 158) 2009-07-09
5 u?7 (295, 191) 2009-08-12
6 u8 (388, 284) 2009-11-07
10 u3 (320, 225) 2009-12-25
11 u9 (240, 224) 2009-06-19
X

i |
|
|
|
b

Figure 10: Maximal anonymization areas for spatio-temporal data

Table 7: Time attribute generalization

No.

ql

ql

ql

ql

QI

T

2010-01-12

2010-02-25

2010-01-16

2010-02-08

Data

do
d1
d2
d3
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With our approach, these time attributes in table 7 will
be generalized to [2010-01-12, 2010-02-25].

Similar to the location attribute, which data miners
usually desire to find an area that the number of the
user in it is maximal and this area is usually not too
big, with the time attribute, we also set a threshold
t_time. Therefore, all intervals, which are the result of
generalization, will be smaller than this time thresh-
old. This threshold is also the limitation that the data
miners want to limit time intervals. It also means
that the data miner will mine the valuable informa-
tion from the data but time intervals are not bigger
than the time threshold.

As defined before, anonymization rectangle A is safe
if the distance of any two cells in both direction x and
y is smaller than thresholds x and ty. However, in a
spatio-temporal database, the time attribute also ac-
companies with the location attribute. Therefore, we
will redefine the safe anonymization rectangle A as
follows:

Definition: The distance of two time values, a and b,
is |a - b|. We call this subtraction as time-distance(a,
b).

Definition: We have an anonymization rectangle A,
threshold tx and ty and #,.

dis_x < tx
A is safe if dis_y <ty

dis_time < t_time

dis_x is the distance-x of any two cells in A, dis_y
is the distance-y of any two cells in A, dis_time is
the time-distance of the time value of any two tuples
which have location attribute value in A.

Clearly, a trade off between location anonymization
and time generalization is very important to achieve
k-anonymity in a spatio-temporal database. In the
next section, we will introduce an effective algo-
rithm to anonymize location and time attributes in
spatio-temporal database in order to guaranteeing k-
anonymity.

Algorithm

As discussed before, the structure of QI will be:

Q ={Qq,...,QunL T}

L is location attribute and T is time attribute.

To guarantee k-anonymity in database with this struc-
ture of QI, we can anonymize QI through two stages.
The first stage is to anonymize Qy, ... Q, and the sec-
ond stage is to anonymize the location attribute L and
T. Again, we will not care the first stage and focus on
the second stage.

In our algorithm, we will anonymize the location and
time value of tuples in the original table to corre-
sponding safe anonymization rectangles and inter-
vals. The algorithm will choose the areas in such a
way that the results of the anonymization should be
significant to data mining. These areas are also where
users use the service more frequently. With other ar-
eas which are not good to the data mining, the algo-
rithm will “move” them to closet significant area.

At the first step, we build a grid and then hide the
user’s location data to the grid. With our approach,
we want to find all areas that satisfy all thresholds and
the number of distinct users, who uses the service in
these areas, is maximal. Therefore, we will find all
safe anonymization areas for the time and location
value of each tuple, which has been not anonymized,
and choose the safe area that the number of distinct
users in this anonymization area is maximum. We
call this area as tuple_maximal_anonymization_area.
In our algorithm, the find_safe_max_anoymization()
Af-
ter the previous step, we get a set X, which

function will be responsible for this work.

contains all tuple_maximal_anonymization_area for
each tuple. From this set, we will choose the
tuple_maximal_anonymization_area which has the
number of distinct users in this area is maximum.
We call this area as maximal_anonymization_area.
Finally, we will anonymize all the location data
and time data of tuples, which belong to this max-
imal_anonymization_area, to corresponding value,
namely maximal_anonymization_area for location
data and an interval for time data. Approaches for
anonymizing the location data and time data are dis-
cussed before.

Name: k-anonymization Algorithm()

Input: k, threshold tx, threshold ty, threshold t_time,
spatio-temporal table T

Output: k-anonymization location table T°

Method:

Create a gird G which covers the space where the
server provides services.

Anonymize all location data of tuples in T to grid cell.
X=0

While (exist a tuple which has not been marked)

{

For each tuple in T and this tupe has not been marked
{

tuple_maximal_anonymization_area =
find_safe_max_anoymization();

X = X U tuple_maximal_anonymization_area;

}

Maximal_anonymization_area = choose the tu-

ple_maximal_anonymization_area which has the
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number of distinct users in this area is maximum
from X.

If (the number of distinct users in this maximal
anonymization area < k)

{

Anonymize all location and time data of tuples in this
area to closet anonymization area which is safe.
Mark the corresponding tuple in the table T.

}

Else

{

Anonymize location attribute of users, which belong
to this maximal anonymization area, to this area and
generalize all time data of these tuples to an interval.
Mark the corresponding tuple in the table T.

}

}

Return anonymized table.

When the number of distinct users in the maximal
anonymization area is smaller than k. we will consider
this area is not significant to the data mining process.
Therefore, we will anonymize all location and time
data of tuples in this area to “closet” safe anonymiza-
tion area. We discussed this idea in section 3.2.

The find_safe_max_anoymization() function will
choose the safe area for the time and location data of
each tuple that the number of distinct users in this
anonymization area is maximum. At the first step,
this function will find all safe areas according to the
time and location value which is input parameter.
Among them, it will choose the safe area that the
number of distinct users in this anonymization area
is biggest.

Name: find_safe_max_anoymization()

Input: a tuple ¢ contains time and location data,
threshold tx, threshold ty, threshold t_time, spatio-
temporal table T, Grid G

Output: tuple_maximal_anonymization_area for tu-
ple t and a set O which contain tuples belong to tu-
ple_maximal_anonymization_area

Method:

Arrange T in order to tupes t1, t2, t3 ... in T will sat-
isfy t1.time < t2.time < t3.time

Give set Y = all anonymization area which contain
t.location and satisfy both thresholds tx and ty
Variable count_max =0
tuple_maximal_anonymization_area = null
ForeachyinY

{

Variable count_y =0

R = all tuple i in T and i.location belongs to y

For each t’in R and index of #’ in R <= the index of ¢
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{

if time-distance(’.time, t.time) <= t_time

{

tuple tp

For each tuple tr in R and index of #p in R >= the
index of t

{

tp=tr;

if time-distance(tp.time, t’.time) > t_time

Exit For

1

if index_of _tp_in_R - index_of t'_in_R - 1> count_y
{

count_y = index_of_tp_in_R - index_of t_in_R -1
Give set O = all tuples in R from (index_of t_in_R)
to (index_of _tp_in_R - 1)

}

1

If (count_y > count_max)

{

count_max = count_y
tuple_maximal_anonymization_area = y

Remember set O

1

}

Return tuple_maximal_anonymization_area, O
This the
ple_maximal_anonymization_area and a set O

function will return tu-
contains tuples which satisfy location and time
constraints. tuple_maximal_anonymization_area
always accompanies with a set O. Therefore, when
this area is chosen as maximal_anonymization_area,

all tuples in O will be anonymized.

EXPERIMENTS

We show the experiment for the evaluation of the
effectiveness of proposed approach. With our tests,
the data mining process wants to find the time inter-
val, when users use the service more frequently. The
data mining process will work with the original table
and k-anonymous table version, which generated by
our algorithm. We will compare these two results by
getting the overlapped interval between two results.
Clearly, the proposed approach is effectiveness if this
overlapped interval is large. We will use a ratio to de-
scribe this effectiveness:

R — overlapped_t
ftme = original_result_t

original_result_t is the result which the data mining
process works with original table. overlapped_t is the
overlapped interval between the results of original ta-
ble and our k-anonymous version. As discussed, the
larger the ratio, the more effective the approach.
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We will evaluate the approach with a spatio-temporal
table with more than 2000 records. The number of
distinct users is more than 50. The grid cell size and k
are changed in each test case. In each case, we will
change the maximum area and maximum time in-
terval which data miner desires to be processed from
data mining process. The maximum area is max area
column and the maximum time interval is max inter-
val column in the Table 8.

In Table 8, k will be 5, 10, and 20 for each test. The
ratio value is the average of three tests when k is 5, 10
and 20. The result shows that in most case the ratio is
larger than 80%. It also means that our approach will
generate a k-anonymous version of the original table
in which the data mining process can find significant
information as when working in original table.

CONCLUSIONS AND DISCUSIONS

In this paper, we propose an technique for anonymiz-
ing the spatio-temporal database. With this tech-
nique, we can anonymize the location and time data
easily. We also consider the data mining process re-
sult to develop an algorithm, which tradeofts between
data privacy and data quality.

In the future, we will focus on improving the algo-
rithm in order to guarantee k-anonymity in a big
spatio-temporal database more efficiency.
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300*300 30 5,10,20 100 500%500 120 81.74

300*300 30 5,10,20 100 800*800 150 80.36

300*300 60 5,10,20 100 500*500 120 79.92

300*300 60 5,10,20 100 800*800 150 80.09
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Su phat trién clia cac dich vu dua trén vi tri va cac thiét bi di dong da dan dén viéc sinh ra cac dir
liéu vj tri. Thong qua qua trinh khai pha d{ liéu, cdc théng tin cé ich sé dugc khai thac tu di liéu
vi tri nay. Diéu nay cing déng nghia vdi viéc ké tan cong cé thé Igi dung dé rdt trich céc thong
tin riéng tu cla ngudi st dung tir cac di liéu nay. Vi duy, ké tdn cong co thé xem théng tin vi tri
clia ngudi dung dé xac dinh dia chi nha ctia ho. Bai vay, viéc bdo vé théng tin vi tri trd thanh mot
yéu cau quan trong. Trong bai bdo nay, ching téi gidi thiéu hudng tiép can dung ludi tuong thich
clng nhu mét gidi thuat dé dam &o k-anonymity cho cac ca s dir liéu vi tri. DE lam diéu nay, ching
tOi gia thiét rang cac dich vu vj tri sé cung cap dich vu trong mét viing khong gian dinh trudc va
mot udi tuong thich sé dugc tao ra trong ving nay. Sau do, vi tri clia ngudi st dung sé dugc an
danh trong mét ving an danh. Cac ving &n danh nay sé dugc lua chon theo nguyén téc la cé it
nhat k ngudi str dung trong viing an danh. Chung téi cling dé xudt hudng tiép can dé dam bao
k-anonymity cho di liéu két hgp ca khong va thai gian. Hudng tiép can dugc dé xuat sé chi xem
xét cac thong tin cd y nghta cho qua trinh khai pha di liéu trong khi bd qua cac théng tin khong
lién quan khac. Cudi cling, cac két qua thuc nghiém chira su hiéu qua cla gidi phap dé xuat khi so
sanh vai cac gidi phap khac.

Tu khoa: Tinh riéng tu vj tri, Bdo vé tinh riéng tu, khai pha d liéu, k-anonymity, ca s& d{ liéu
khong-thai gian.

Trich dan bai bdo nay: Anh T T. Bdo vé tinh riéng tu co s& dif liéu khéng-théi gian dua trén k-
anonymity. Sci. Tech. Dev. J. - Eng. Tech.; 3(S11):S182-S194.
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