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ABSTRACT

The construction of an integrated information system to support command and control to meet
the requirements of national defense in wartime and peacetime is extremely urgent. In order for
this system to be effectively applicable, it is necessary to ensure both the necessary and sufficient
conditions. The primary necessary condition is the system's applicability, while the sufficient con-
dition encompasses the complementary measures and solutions within the system to ensure its
integrity, authenticity, and robustness. The system is deployed in the Command Post's private net-
work environment, this is the network layer that needs protection and is not connected to the
internet. The network system is divided into two parts: secret network and clear network. The se-
cret network contains data of the entire system, so it is necessary to control all connections to this
secret network. The clear network can connect to external networks through system information
security control devices. To fulfill the system requirements, a comprehensive approach is essential,
involving both engineering and personnel aspects. However, within the scope of this article, the
authors primarily present a set of hardware solutions aimed at addressing the issue of information
protection. This article identifies groups of information that require protection, mitigates security
threats, and highlights the existing hardware tools that are suitable for the established operating
management system model. The goal of the solution is to ensure absolute information security of
the system when deployed in military units. By using experimental methods, analyzing and sum-
marizing experience during the installation and testing process in the laboratory and in practice at
the deploying unit, we have achieved the effectiveness of ensuring information security. accord-
ing to military requirements. However, using this solution will increase the delay in information
exchange between devices.

Key words: operating management system, information protection, hardware security solutions

INTRODUCTION

The emergence and strong development of science
and technology, especially the 4.0 technological revo-
lution, have significantly changed the theoretical and
practical aspects of military affairs and altered the
methods of conducting warfare, the dimensions of
space and time in combat, and even the boundaries
of offense and defense. The general trend worldwide
is to build efficient and streamlined armed forces, and
the automation of command is an inevitable histor-
ical necessity to address the contradiction between
the increasing volume of various types of information
reaching the advisory and command agencies, which
becomes larger, more complex, and more frequent,
and the demand of modern warfare for information
to be processed in the shortest possible time, in real-
time.

In parallel with this trend, within the country, vari-
ous systems serving the management and operation of
Command Posts have been researched and equipped,

such as the combat command support system, the on-
line briefing system, the security surveillance cam-
era system. However, these systems operate indepen-
dently and need to be integrated into a coherent sys-
tem, lacking the ability to transmit combat informa-
tion in the form of images and videos and not allowing
direct connections to seek guidance from leadership.

Therefore, there is a need to integrate these indepen-
dent information systems into a unified integrated
system that has the capability to connect and share
data to serve the processing of defense scenarios at
the Command Post in order to successfully accom-
plish national security tasks'. However, the issue of
security and information protection in this integrated
system needs to be addressed to prevent the leakage
of combat information from the Command Post to
the integrated systems. In addition to software solu-
tions for data encryption, the solution of using hard-
ware devices to transmit and receive one-way data is

a promising avenue for research and investment.
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In this article, the application of one-way data trans-
mission devices within the integrated information
system equipped at the Military Command Head-
quarters of the Provincial Military Command ' will be
presented.

RESEARCH METHODS

- Use theoretical analysis and synthesis methods; An-
alyze actual system requirements.

- Research documents, risks, and security solutions at
home and abroad.

- Analyzing and summarizing experience to provide
communication solutions to connect the system and
security solutions, information security of the system.

INTEGRATED INFORMATION
SYSTEM AND HARDWARE SECURITY
SOLUTIONS FOR THE SYSTEM

General Introduction to the Operational
Management System

The command and control system is located at the
Provincial Military Command Headquarters, specif-
ically implemented at the Command Office of the
Provincial Military Command and two subordinate
units. The system’s task is to support command and
control activities at various levels of command offices
during regular operations as well as in emergency sit-
uations. The system allows for the connection of de-
vices placed in different command offices, with the
capability to transmit and receive important informa-
tion that requires high security. In particular, the
system enables the connection to existing informa-
tion systems within the province’ territory in cases of
defense emergencies, facilitating seamless command
and control operations. With this function, the sys-
tem needs to establish connectivity with the network
systems of the establishments to be connected within
the province’s territory, and the primary task is to en-
sure the security and protection of information along
this connection pathway.

The operational model of the management and oper-
ating system is depicted in Figure 1. The significant
task of the solution presented in the article aims to
propose a hardware solution to ensure the secure pro-
tection of information throughout the entire system.

The issue of information protection in the
integrated system

To build a system aimed at safeguarding information,
it is necessary to consider the following solutions?:

- Installing and configuring the database: Organizing
arational network architecture and setting up defense
systems help administrators gain an overview of their
unit’s entire network model. Through this, they can
organize a sensible network model and establish es-
sential defense systems such as firewalls, intrusion de-
tection/prevention devices (IDS/IPS).

- Installing protective applications: In addition to
troubleshooting system components, this content ad-
dresses the installation of protective applications such
as antivirus systems and host-based intrusion detec-
tion systems (HIDS) to proactively and comprehen-
sively safeguard electronic gateways/websites.

« Establishing backup and recovery mechanisms:
Setting up regular backup mechanisms for the
system aims to preserve operational states when

These

backup copies will be utilized in the event of sys-

the system is functioning smoothly.

tem error inspection or system recovery to the
state prior to being compromised in cases where
the errors are irreparable or cannot be fixed.

Applied to the established system model !, the author’s
team proposes the following solution groups >*:

- For the military data transmission network connec-
tion, the issues of security, confidentiality, and system
safety are under the responsibility of the Cipher com-
mittee.

- For the wide area network (WAN) connection of the
Command Office, the system is deployed based on
the transmission project established by the Provincial
Military Command, and the issues of security, confi-
dentiality, and system safety (RCY) constitute a com-
ponent of this project.

- For the network connection of Committees, Depart-
ments, Boards, Sectors, and Police, a one-way data
transmission solution is employed for both inbound
and outbound directions. The system is designed
to ensure grounding, prevent the spread of lightning
strikes, and has the capability to isolate the system
in case of incidents while restoring the initial state of
the Command Office before the installation of equip-
ment.

- In terms of hardware, utilize router firewall de-
vices at the output ports of the system equipment at
each Command Office, configuring the packet filter-
ing rules of these devices to allow permitted applica-
tions to pass through. Set up blacklist and whitelist
configurations to either allow or block specific ad-
dresses within the WAN network

- As for software solutions, a group of solutions is em-
ployed, including the use of antivirus software utilized
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Figure 1: Integrated Two-Level Command and Control Management System

in the military. The authors of the article establish
information security regulations within the real-time
software execution of virus protection, implement au-
thorization mechanisms for functionalities, and seg-
regate data access permissions within the system to
align with the unit’s requirements. Access to the sys-
tem is regulated by granting access privileges accord-
ing to specific roles, allowing access to critical func-
tions only through corresponding login credentials
with appropriate permissions.

- Information stored within the system is encrypted,
not stored in plain text, to prevent direct informa-
tion loss scenarios within the system. Textual and
visual information, before being transmitted or re-
ceived through the system, must pass through the In-
formation Committee to ensure that information is
managed by the Information Committee, and then
it goes through the Cipher Committee to ensure se-
En-
cryption/decryption can be carried out as required

curity as managed by the Cipher Committee.

by the information recipient. For critical informa-
tion such as Command Codes, alarm data, and com-
bat readiness status updates, devices perform encryp-
tion/decryption before transmission, utilizing sym-
The key distribu-
tion center is managed by the Provincial Military

metric encryption techniques.

Command’s equipment, and the keys are securely
distributed to user units via public-key encryption.
There is a mechanism for tracking the usage, access,
and exchange of information by user accounts logging
into the system.

Hardware solution using one-way data
transmission devices

With the system model depicted in Figure 1, it’s read-
ily apparent that the network connections within the
system can be effectively divided into two distinct
subnetworks: the trusted network and the untrusted
network. The trusted network serves as the dedi-
cated network for connecting the system components
within the Command Office, and between various
levels of Command Offices, utilizing the military’s
private network. The untrusted network encom-
passes the network systems of local agencies, Provin-
cial Party Committees, and sectors. The primary im-
perative is to enable the system to establish connec-
tions and facilitate data transmission to and from the
untrusted network while still ensuring the absolute se-
curity of the trusted network. The utmost priority is to
prevent any occurrences of data loss or unauthorized
data transfer from the trusted network, ensuring no
data leakage into the untrusted network.

From the specific requirements mentioned above, it’s
imperative to introduce protective barriers between
the trusted and untrusted networks. There are two ap-
proaches in ensuring the systen’s security°.

Building on Explicit Policies: This approach involves
enforcing safety measures such as unifying the in-
stallation of secure applications on the system, coor-
dinating with OS/software providers to request offi-
cial patches, closing unused ports/services on the sys-
tem, controlling/monitoring device access, and limit-

ing continuous remote connections.
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Proposing a Novel Technological Solution: This ap-
proach introduces a security device known as Data
Diode. This physical one-way data transmission secu-
rity device offers a deployment option to ensure qual-
ity of service and security®.

The authors have developed the system with sensi-
tive and critical data that require isolation, yet must
also maintain an access authorization policy for au-
thorized users, which can lead to network attack vul-
nerabilities. The solution the authors have opted for is
using the Data Diode security device that only allows
one-way information flow, making it impervious to
network attacks.

Data Diode devices are most commonly employed
in control and automation systems, bank data cen-
ters, and military systems. This solution is deployed
through two primary models, aimed at preserving the
fundamental attributes of a system .

Receive — Only - High - Confidentiality Configura-
tion: This configuration maintains the system’s secu-
rity by solely accepting data. In a protected state, the
system exclusively receives data from other systems,
with no data transmitted in reverse. Potential attacks
or exploitation attempts could be directed at the se-
cured network. However, no information from this
network can be sent back to the external network.
Transmit — Only - High - Availability Configuration:
This configuration ensures the system’s availability by
only transmitting data. In a safeguarded state, the sys-
tem solely sends data to other systems and does not
accept any incoming data from other systems. Con-
sequently, the protected network cannot be remotely
scanned, attacked.

Figure 2 is a diagram that specifically describes how
the data diode device works. Accordingly, for OT
Network networks, the data diode plays the role of a
data control device in the transmit-only direction, and
for an IP/CORP network, the data diode device plays
the role of a data control device in the receive-only di-
rection.

The choice of hardware security solution depends on
the characteristics of each specific system. For mili-
tary command and control systems, the primary ob-
jective is to absolutely prevent any leakage of infor-
mation from the system. Guided by this criterion, the
authors opt for a solution that combines various mea-
sures, prominently featuring the utilization of one-
way data transmission devices in the communication
path to receive data from the trusted network into the
untrusted network. The one-way data transmission
device is researched with a focus on ensuring secure
remote access. Employing this device in the system
entails the following advantages and disadvantages:

- Advantages:

+ Ensures security segregation between networks.
Network segregation is one of the most effective ways
to safeguard networks.

+ Prevents configuration errors that might allow ma-
licious applications to be granted access to the system.
+ Low maintenance costs, as configuring a data diode
is straightforward and doesn’t require a highly skilled
administrator to maintain the system.

+ Data Diode enables real-time data transmission in
high-security environments.

- Disadvantages:

+ Data diode equipment can be quite expensive.

+ Using Data Diodes means allowing only one-way
communication for certain applications, such as those
built on UDP protocol. This necessitates having two
data diode devices for transmission and reception,
limiting the packet size and reducing transmission
speeds.

In summary, comparing the pros and cons above with
the system management requirements, Data Diodes
emerge as a favorable solution capable of addressing
the challenges posed by the authoring team.

1 RESULTS AND DISCUSSION

Figure 3 introduces the network connection and se-
curity diagram in the integrated system that the au-
thors implemented at the provincial military com-
mand. Through the integrated information system
model that has been developed !, the system can be di-
vided into two components: the internal network and
the external network. Accordingly, the internal net-
work represents the network of the provincial military
command, while the external network is the special-
ized data transmission network of the province, con-
nected to the Provincial Party Committee, the Provin-
cial Peoples Committee, various departments, and
the provincial police.

In order to integrate these two network systems to
serve the command and control operations, the au-
thors of this study have constructed a model of an
integrated network system using one-way data trans-
mission devices known as Data Diodes. The informa-
tion and data within the internal network will be se-
cured through this solution, in combination with sev-
eral other measures such as utilizing firewall devices,
installing and configuring secure servers, establishing
and configuring secure databases, encrypting stored
data, encrypting data in transmission, and employing
official operating systems/software with patches from
manufacturers. Additionally, the security solutions
provided by essential agencies will also be incorpo-
rated.
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headquarters.

307 Outcome of building a One-Way data transmission
308 solution for the system with the following parameters:
309 Functions of the One-Way data transmission device:

310 - Automatically transmit unidirectional data from the

31

sending side.

312 - Automatically transmit unidirectional data from the

313 receiving side.

314 - Monitoring and control function for transmission

15 flow.
316 - Packet status monitoring function.

317 - Statistical function for monitoring the number of

318 transmitted and received files.
319 - Web user interface.

320 - Allow users to upload and download data files

32

through the web interface.

- Data integrity assurance function.

- All transmitted data is accompanied by a SHA hash
value to verify data integrity at the receiving end.

- Personal data security function.

- Each user is provided with a separate login account,
and the storage space on the server is completely iso-
lated.

- Supported protocols: UDP, FTP, SFTP, syslog.

- Scalability (Advanced Options):

+ Supported expansion protocols: RTP, Multicast
UDP, Modbus, SMB, NTP, SMTP, SMTPS.

+ Expansion features: transmission of various file for-
mats, streaming, database replication.

Table 1 is the technical specifications of the equip-
ment that the authors installed at the provincial mili-

322

323

324

325

326

327

328

329

330

331

332

333

334

335

336



Science & Technology Development Journal - Engineering and Technology 2024, ():1-6

337

w
2

w
b
3

w
a

w
a
by

w
a
)

w
G
-\

364

36

&

366

36

S

36

-3

36

©

37

=3

37

Table 1: Specifications of the Devices

- Processing unit: Core i7 10710U upto 4.7GHz, 6 x12, 12MB cache.

- Internal memory (RAM): 8GB DDR4 2666MHz.
- Hard drive: SSD 256GB.

- Transmission speed: 10/100/1000 Mbps.
- Optical connection standard: SC, 03 fibers.

- Internet connection standard: RJ45.

- Transmission mode: Single Mode.

No. Devices Configuration
1 Transceiver Unit
2 Optoelectronic ~ conver-
sion
3 Connection port - USB port 3.0: 04.

- Ethernet port: 02 (reception and transmission).
- HDMI port: 02.

tary command.

CONCLUSION

Based on the previously built information service in-
tegration system model |, the authors used a hardware
security solution using a Data Diode one-way data
transmission and reception device.

We proposed to create a physically secure one-way
channel from the unsecured network to the secure
network, allowing data to be securely transferred into
the secure network. Not allowing any data to be trans-
ferred in the opposite direction ensures that strangers
cannot access the secure network from less secure ex-
ternal networks and greatly prevents data leakage.
Once the issue of security and information protection
in systems with connections between secure networks
and less secure networks is solved, it will promote the
ability to integrate systems of domestic units and or-
ganizations. That facilitates the formation of a unified
integrated system in the future, making information
retrieval and search more convenient. This problem
not only solves the problem of information transmis-
sion and reception between military units and outside
units, but also solves the problem of information pro-
tection for e-government.

LIST OF ACRONYMS
WAN: Wide area network
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Xay dung giai phap bado mat dir liéu tac chién cho hé théng quan ly
diéu hanh tai sé chi hu

Tran Viét Diing, Nguyén Tric Quyén, Cii Hoai Nam®

TOM TAT

Bai toan xay dung hé théng tich hop thong tin ho trg cong tac chi huy diéu hanh dap Ung yéu cau
bao vé T6 qudc trong thai chién clng nhu trong thdi binh la vé cling cdp thiét. Va dé hé théng dé
c6 thé dp dung trong thuc tién thi can ddm bao ca diéu kién can va diéu kién dd. Diéu kién can
chinh la tinh tng dung ctia hé théng, diéu kién du chinh la cac bién phép, gidi phép di kém ctia hé
théng nham dam bao tinh toan ven, xac thuc ctia dit liéu, va dam bao di liéu khong bi ro ri that
thodt ra khoi hé thdng. Hé théng dugc trién khai trong moi trudng mang riéng clia S& chi huy, day
la I6p mang can bao vé va khong duoc két ndi internet. Hé théng mang dugc chia ra thanh hai
phan mang mat va mang ro6. Mang mat chia dir liéu ctia toan bo hé théng, do d6 can kiém soat
tat ca cac két ndi dé€n mang mat nay. Mang 1o cé thé két ndi véi cac mang bén ngoai théng qua
céc thiét bj kiém soat an toan théng tin hé théng. DE dap Uing cac yéu cau trén hé théng can co
gidi phap téng thé vé ki thuat, vé& con ngudi. Tuy nhién trong pham vi bai bdo nay, nhém tac gia
trinh bay chti yéu vé nhém céc gidi phap phan ciing dé giai quyét van dé bao vé thong tin. Bai viét
nay xac dinh cac nhom thong tin can dugc bao vé, giam thiéu cac mdi de doa bao mat va néu bat
cac cdng cu phan cing hién co phu hop véi mé hinh hé théng quan ly van hanh da thiét lap. Muc
tiéu clia gidi phéap la ddm bdo tinh an toan théng tin tuyét déi clia hé théng khi trién khai trong céc
daon vi quan doi. Bang céc phuong phéap thuc nghiém, phan tich va téng két lai kinh nghiém trong
qua trinh cai dat va thir nghiém trong phong thi nghiém va thuc té tai don vj trién khai ching téi
da dat dugc hiéu qua dam bao dugc tinh an toan thong tin theo ding yéu cau trong quan doi. Tuy
nghién, khi st dung gidi phap sé lam tang dé tré trong viéc trao d6i thong tin gilra thiét bi.
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